G. Joseph Kahlich; MBA, CISSP

2417 Havard Oak

Plano, Texas 75074

214 797-3701

joseph@whyjoseph.com


Employment and Responsibilities
Information Security Analyst






      2008 - 2009

MedAssets

· Performed internal audits, reporting, and risk analysis using the CERT OCTAVE method. SWOTT assessment of enterprise security posture, by using employee interview, configuration reviews, and tools such as native windows commands, scripting, Nessus, NMAP, MBSA, SoftPerfect, DumpSec, SecureWorks, Symantec, ForeFront, Vontu, and Websense. 

· Performed recurring audits and reports of alerts and log files.  Scripted alerting and reporting using Windows native commands and open source tools.

· Development of control definitions for SAS 70 Type II audit.

· Performed or hosted internal and external audits for EHNAC certification, and SAS 70 Type II.

· Policy and Procedure development for Red Flags Rule.

· Security consultation and participation in the development of Disaster Recovery, Business Continuity Plan, and 2009 employee handbook. 

· Security architecture development and enhancement including project lead; examples being topology and configuration Cisco ASA 5500 firewalls, SecureWorks IDS/IPS appliances, DMZ, Active Directory Groups, Role Based Access Controls to systems, files and folders, encryption of mobile media.

· Implementation and management of multiple ZixCorp Zix VPM’s for secure email

· Security architecture planning for PCI – DSS products.

· Customer facing security consulting to customers’ request for information interviews and documentation; defining and justifying the company’s security posture and practices concerning best practices, HIPAA and HITECH.

· Performed security awareness and education for employees and vendors using presentations and email alert communication.

· Performed incident management, corporate investigation, and reporting concerning company policy and government regulation infractions, malware breakouts, and employee complaints.

· Merged SSL certificates under one vendor and managed the solution for multiple products and divisions.

· Vendor evaluations and reporting of security products and solutions.

A public nationwide technology company providing Group Purchasing Organizations and web based applications to the financial offices of hospitals and doctors’ offices.  Datacenters are located in Texas, Georgia and Missouri.  There are 16 physical locations, and approximately 2000 employees.  Regulations include HIPAA, HITECH, and Sarbanes Oxley.

HIPAA Security Officer and IT Manager

        


      2003 - 2008

Accuro Healthcare Solutions                

· Managed 8 direct reports for Information Technology and Security responsibilities, covering Help Desk, System and Network Administration, and Security Administration.
· Participated with the Vice President of IT in the development of IT and InfoSec budgeting. 
· Participated in the development and management of HIPAA security policy and disaster recovery plan.

· Performed internal audits, reporting, and risk analysis using configuration reviews, and tools such as native windows commands, scripting, Nessus, NMAP, MBSA, WSUS, DumpSec, Qualys, Symantec, McAfee, and Websense.

· Hosted and participated in external audits for SAS 70 Type II and pre-IPO Sarbanes Oxley section 404 concerning financial systems.

· Security architecture development and enhancement including project lead; examples being topology and configuration SonicWall firewalls, SourceFire and Snort IDS/IPS appliances and servers, DMZ, Active Directory Groups, Role Based Access Controls to systems, files, and folders.

· Implementation and management of multiple ZixCorp Zix VPM’s for secure email

· Developed and managed monthly patching cycle for workstations and servers using a staged approach that included regression and sanity testing.

· Managed physical access controls using Chubb key card system and video surveillance.

· Security alerting architecture using windows native commands and open source tools, NetIQ and Servers Alive.

· Customer facing security consulting for customers’ request for information interviews and documentation; defining and justifying the company’s security posture and practices concerning best practices and HIPAA.

· Performed security awareness and education for employees and vendors using new employee presentation and email alert communication.

· Vendor evaluations and reporting of security products and solutions.

A private nationwide technology company; providing web based applications to the financial offices of hospitals and doctors.  Primarily a Microsoft, Dell, EMC, SonicWall environment with 1 datacenter, 5 physical locations throughout the United States and approximately 800 employees.  Regulation included HIPAA.

IT Supervisor


            





      1999 - 2003

Innovative Managed Care Solutions

· Supervised 3 direct reports for Information Technology and Security responsibilities covering Help Desk, System and Network Administration, and Security Administration.
· Performed user and group account management and role based access controls.
· Performed client account management and access controls to multiple products.
· Performed SonicWall firewall configuration.
· Managed data backups with Backup Exec.

· Performed system and network management and support.

A private technology company providing software and web based applications to the business offices of hospitals.  This was a single location that primarily consisted of a Microsoft, Dell, and Linksys environment and 180 employees.

Technical Instructor


            



            May – Oct 1999 

Expert Solution Technical Training Center

· Instruction of hardware, software, programming and operation. 

· Prepared and delivered lectures.

· Lead classroom discussions and administer “hands on” sessions and scenarios.

· Created, administered and graded examinations.

Education and Certifications
Master of Business Administration in Information Assurance


    2007

University of Dallas – Graduate School of Management 

Irving, Texas


Bachelor of Science in Business / e-Business




    2004

University of Phoenix – Dallas Campus 

Dallas, Texas

Certifications and Memberships

CISSP, MCSE, MCP+I, A+

ISSA
Highlight of Information Security Experience and Skills

12/10/09 I completed Digital Forensics Investigation training, with a 98 average, which involves corporate investigation, data acquisition, chain of custody, and presentation practices.


	Personnel
	Policies and Plans
	Patching
	Investigation and Reporting

	• Alerts to staff of threats and risks

• Security training     employees
	• DR/BCP

• HIPAA Security

• HITECH

• Red Flag

• PCI - DSS
	• Automated AV updates
• Monthly software patching
	• SAS 70, EHNAC, Internal Compliance

• Malicious / Accidental 

• Breach / Infection
• Complaints / Notifications



	Architecture, Auditing and Analysis Tools

	• MBSA
• Nessus
• NMAP

• Qualys

• WSUS
	• SecureWorks 

• Snort

• SourceFire

• Cisco Firewall

• SonicWall Firewall
	• Chubb
• NetIQ

• S-Alive  
• Video

	• Consoles

• Dump Sec 
• Log Parser

• Scripting
• SQL Query



 
Accomplishments
SecureWorld Expo; Steering Committee  



              2008 and 2009

Participated in advisement on conference topics and direction

IANS Lone Star Security Conference; Speaking Appearance



    2007

Intrusion detection/prevention solutions


Healthcare Financial Management Association; Speaking Appearance
                 2003

Patient information data security

References are available upon request.  Many may be found at LinkedIn.com.

http://www.linkedin.com/in/whyjoseph1
